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THE SURVEILLANCE GAP: 
THE HARMS OF EXTREME PRIVACY AND DATA 
MARGINALIZATION 


MICHELE GILMAN® AND REBECCA GREEN®© 


ABSTRACT 


We live in an age of unprecedented surveillance, enhanced by modern 
technology, prompting some to suggest that privacy is dead. Previous scholarship 
suggests that no subset of the population feels this phenomenon more than 
marginalized communities. Those who rely on public benefits, for example, must 
turn over personal information and submit to government surveillance far more 
routinely than wealthier citizens who enjoy greater opportunity to protect their 
privacy and the ready funds to secure it. This article illuminates the other end of 
the spectrum, arguing that many individuals who may value government and 
nonprofit services and legal protections fail to enjoy these benefits because they 
reside in a “surveillance gap.” These people include undocumented immigrants, 
day laborers, homeless persons, and people with felony conviction 
histories suffering collateral consequences of their convictions. Members of these 
groups often remain outside of the mainstream data flows and institutional 
attachments necessary to flourish in American society. The harms that 
surveillance gap residents experience can be severe, such as physical and mental 
health injuries and lack of economic stability, as well as data marginalization and 
resulting invisibility to policymakers. In short, having too much privacy can be as 
injurious as having too little. 

The sources of the surveillance gap range from attempts to contain and control 
marginalized groups to data silos to economic exploitation. This article explores 
the boundaries of the surveillance gap, evaluates how this emerging concept fits 
within existing privacy paradigms and theoretical frameworks, and suggests 
possible solutions to enhance the autonomy and dignity of marginalized people 
within the surveillance gap. 
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I. 
INTRODUCTION 


Although we live in a highly surveilled society, some people among us are 
functionally invisible. For example, low-wage workers—many of whom are 
undocumented immigrants—toil out of sight in an underground economy. A lack 
of a conventional paper trail or pay stub system linking workers to employers 
exposes these workers to potential wage theft and dangerous working conditions. ! 
While these workers are perilously out of reach of government and nonprofit 
organizations that could otherwise provide assistance,” they are also subject to 
heightened forms of surveillance, typically under the increasingly watchful eye of 
agencies like Immigration and Customs Enforcement. Likewise, homeless 
persons’ lives are defined by extremes: although they tend to live their lives in 
public, they are simultaneously governed by laws that criminalize their behavior, 
steadily pushing them out of view. Tellingly, when former Governor of Virginia 
Terry McAuliffe sought to restore the ability to vote to constituents who had 
committed felony crimes, his office was unable to find thousands of people— 
people who at one point spent time in the prison and parole systems where their 
whereabouts were always known to authorities.? These examples illustrate that 


1. See Stephen Lee, Policing Wage Theft in the Day Labor Market, 4 U.C. IRVINE L. REV. 655, 
659-60 (2014) (“A coarse definition of day labor is temporary work in which the work, and often 
the workers, lack documentation.”). 

2. Infra Part IIB. 

3. See Howell v. McAuliffe, 788 S.E. 2d 706, 710 (2016) (“McAuliffe’s Executive Order stated 
that it removed the political disabilities of approximately 206,000 Virginians who had been 
convicted of a felony but who had completed their sentences of incarceration and any periods of 
supervised release, including probation and parole.”); ACLU oF VA., ACLU OF VIRGINIA 
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marginalized people experience privacy differently than most Americans. 
Specifically, they experience privacy extremes—being seen or tracked too much 
or too little. 

Existing privacy scholarship has largely focused on the harms derived from 
too little privacy, and, in this vein, several scholars have highlighted the 
particularly intense surveillance of low-income people.’ This article examines the 
other end of the spectrum—the surveillance gap. Life in the surveillance gap can 
be isolating, stigmatizing, dangerous, and harmful to a person’s physical and 
mental health. For one, legal protections available to other members of society 
remain out of reach to those in the surveillance gap. People also lose out on 
potential sources of economic and social support, because those who seek to 
provide services to disadvantaged members of our society often find it nearly 
impossible to reach them. Moreover, those who fall within the surveillance gap 
are not included within big data streams that ultimately shape public policy, thus 
leaving out their experiences and needs from the calculus that goes into creating 
policy.> Frustratingly, the challenges facing these groups remain invisible, further 
entrenching these groups’ marginalization. 

The surveillance gap has multiple causes, ranging from data silos to poor data 
sharing, and from benign neglect to administrative systems that purposefully 
exclude certain people. This article seeks to identify and understand the causes, 
contours, and consequences of the surveillance gap and to outline legal and policy 
tools for addressing it. Part II provides case studies of populations living in the 
surveillance gap, including undocumented immigrants, day laborers, homeless 
persons, and people with felony conviction histories. Part III situates the 
surveillance gap within several scholarly streams. First, it assesses the surveillance 
gap through the lens of scholarship that differentiates between privacy harms 
experienced by varying groups. Second, it builds on insights from feminist legal 
theory involving the public/private binary and the harms associated with having 
too much privacy, wrestling with the tensions identified by feminists between 


CHALLENGES GOVERNOR MCDONNELL TO RESTORE VOTING RIGHTS TO GREATEST NUMBER POSSIBLE 
(June 25, 2013), https://acluva.org/en/press-releases/aclu-virginia-challenges-governor-mcdonnell- 
restore-voting-rights-greatest-number [https://perma.cc/JOAK-L4E5] (noting that over 350,000 
disenfranchised Virginians awaited restoration of their rights). 

4. See, e.g., Michele Estrin Gilman, The Class Differential in Privacy Law, 77 BROOK. L. REV. 
1389, 1392-95 (2012) [hereinafter Class Differential]; Wendy A. Bach, The Hyperregulatory State: 
Women, Race, Poverty, and Support, 25 YALEJ.L. & FEM. 317, 331-32 (2014); Kaaryn Gustafson, 
Degradation Ceremonies and the Criminalization of Low-Income Women, U.C. IRVINE L. REV. 297, 
312-21 (2013); see generally VIRGINIA EUBANKS, AUTOMATING INEQUALITY: How HIGH-TECH 
TOOLS PROFILE, POLICE, AND PUNISH THE Poor (2017) (describing how digital data collection and 
algorithmic decision-making processes target and harm the poor); KHIARA M. BRIDGES, THE 
POVERTY OF PRIVACY RIGHTS (2017) (describing how poor mothers in the United States lack a right 
to privacy); JOHN GILLIOM, OVERSEERS OF THE POOR: SURVEILLANCE, RESISTANCE AND THE LIMITS 
OF PRIVACY (2001) (describing the hyper-surveillance and lack of privacy rights of a population of 
women on public assistance in rural Appalachia). 

5. DANIEL CASTRO, CTR. ON DATA INNOVATION, THE RISE OF DATA POVERTY IN AMERICA (Sept. 
10, 2014), http://www2.datainnovation.org/2014-data-poverty.pdf [https://perma.cc/J7Y7-FB7Q]. 
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liberalism’s ideals and individuals’ lived realities. Third, it examines notions of 
“choice” and “consent” in consumer and criminal privacy law, testing whether 
such frameworks are meaningful with regard to marginalized groups. Fourth, it 
adds a new dimension to emerging concepts of privacy as contextual. Fifth, it 
reviews fundamental rights theory’s impact on the surveillance gap, positing that 
the gap cannot be found in legal regimes that view privacy as a fundamental 
human right, such as in the European Union. Part IV suggests ways to address 
harms that arise in the surveillance gap while also respecting desirable forms of 
privacy and the dignity and autonomy of marginalized persons. 


II. 
LIFE WITHIN THE SURVEILLANCE GAP 


The rise of the surveillance state is well documented.® Both state and non- 
state institutions routinely record individual actions to an unprecedented degree. 
Americans have famously been warned: “[p]rivacy is dead, get over it.”’ The so- 
called death of privacy stems from two main sources. First are the increasingly 
sophisticated tools that the government uses to monitor and track the populace. 
Fear of the government’s abuse of these tools has prompted some federal and state 
laws to protect Americans’ privacy,® although government surveillance at all 
levels is ever expanding and broader than most people realize.? The second source 
derives from the private sector. To say that companies have come to appreciate 
the value of consumer data is a gross understatement. Companies now regularly 
collect, aggregate, buy, and sell consumer data on virtually every aspect of 
people’s lives, including buying preferences, health status, criminal and voting 
histories, and physical whereabouts.!? For the modern citizen, this level of 
surveillance can be a form of control; it can be benign, helpful, or harmful, often 


6. See generally MICHEL FOUCAULT, DISCIPLINE AND PUNISH: THE BIRTH OF THE PRISON (1977); 
DAVID GARLAND, THE CULTURE OF CONTROL: CRIME AND SOCIAL ORDER IN CONTEMPORARY 
SocieTy (2001); Kevin D. Haggerty & Richard V. Ericson, The Surveillant Assemblage, 51 BRITISH 
J. Soc. 605 (2000). 

7. See Jeffrey Bellin, eHearsay, 98 MINN. L. REV. 7, 18 (2013) (discussing source of the quote); 
see also Mary Kay Mallonee & Eugene Scott, Comey. ‘There Is No Such Thing as Absolute Privacy 
in America’, CNN (Mar. 9, 2017), http:/(www.cnn.com/2017/03/08/politics/james-comey-privacy- 
cybersecurity/index.html — [https://perma.cc/F6XG-9ULF]; Marshall Kirkpatrick, Facebook's 
Zuckerberg Says the Age of Privacy Is Over, READWRITEWEB (Jan. 9, 2010, 9:25 PM), 
https://readwrite.com/2010/01/09/facebooks_zuckerberg_says the age of privacy_is ov/  [https: 
//perma.cc/T5S7-NKDK]. 

8. See, e.g., the Privacy Act, 5 U.S.C. § 552a, and the Electronic Communications Privacy Act, 
Pub. L. No. 99-508, 100 Stat. 1848 (1986) (codified as amended at 18 U.S.C. §§ 2510-22, 2701-12, 
3121-26 (2012)), and their state equivalents. 

9. See generally JENNIFER STISA GRANICK, AMERICAN SPIES: MODERN SURVEILLANCE, WHY 
YOU SHOULD CARE, AND WHAT TO Do ABOUT IT 9-26 (2017). 

10. See generally DANIEL J. SOLOVE, THE DIGITAL PERSON: TECHNOLOGY AND PRIVACY IN THE 
INFORMATION AGE (2004). 
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depending on the perspective of the surveilled.'! Increasingly, large-scale data 
sharing between different levels of government and private industry blurs 
public/private distinctions. For instance, marketers build profiles of Americans 
using data from public databases and individual online browsing histories, while 
government agencies such as law enforcement purchase predictive analytic 
systems from private companies, which build their algorithms using combined 
public and private sources of data.!* Together, government and private-sector 
surveillance have created the sense that Americans are universally tracked and that 
few—except those living purposely “off the grid’”—are able to evade government 
or private-sector surveillance. 

While this lack of privacy has raised increasingly vocal concerns, the 
contemporary phenomenon of non-surveillance—that is, systemic invisibility of 
large portions of certain classes of people living in the United States—has received 
less attention. We call this the “surveillance gap,” although we acknowledge that 
the term is imperfect. While the concept of surveillance is commonly associated 
with government control of its citizenry, some of the harms that we identify occur 
in the private sphere. Indeed, we adopt a broader notion of “surveillance” 
altogether, including all “focused, systematic, routine attention to personal details 
for purposes of influence, management, protection or direction.”!? This article 
thus tracks gaps within a variety of public and private surveillance systems, some 
of which overlap. We address our attentions to populations that remain outside 
seemingly omnipresent surveillance systems. !4 The surveillance gap is a condition 
of invisibility in relation to mainstream society, as well as a difference in how 
marginalized groups experience privacy. 

The phenomenon of “the uncounted” is not new. For decades, certain groups 
have been left out of this country’s most basic counting exercise: the U.S. Census. 
Since its inception, the census has suffered from not just inaccuracies, but also 
what is referred to as the “differential undercount,” or the routine counting of some 
classes of people more accurately than others.'> Historically, the classes of 


11. For instance, consider Americans’ split reactions to Edward Snowden’s leaks about 
National Security Agency surveillance of Americans’ phone records. See Orin Kerr, Edward 
Snowden’s Impact, WASH. Post (Apr. 9, 2015), https://www.washingtonpost.com/news/volokh- 
conspiracy/wp/2015/04/09/edward-snowdens-impact [https://perma.cc/3EJQ-V45X]. 

12. Mary Madden, Michele Gilman, Karen Levy & Alice Marwick, Privacy, Poverty, and Big 
Data: A Matrix of Vulnerabilities for Poor Americans, 95 WASH. U. L. REV. 53, 63, 104-07 (2017). 

13. DAVID LYON, SURVEILLANCE STUDIES: AN OVERVIEW 14 (2007). 

14. By “gap” we do not refer to a space that must be bridged—indeed, for many individuals, 
the surveillance gap provides a crucial coping mechanism and resistance against oppression. As we 
discuss infra Part IV, the solution for the surveillance gap is not increased surveillance, but rather 
opportunities for marginalized groups to exercise greater autonomy and enhance their dignity. 

15. See, e.g., Jennifer M. Safavian, Down for the Count: The Constitutional, Political and 
Policy Related Problems of Census Sampling, 8 GEO. MASON L. REV. 477, 477-78 (2000) (discussing 
problems associated with statistical sampling in the U.S. Census); Shane T. Stansbury, Making Sense 
of the Census: The Decennial Census Debate and Its Meaning for America’s Ethnic and Racial 
Minorities, 31 COLUM. Hum. RTs. L. REV. 403, 404 (2000) (documenting the problem of census 
“undercounts” and the disproportionate impact on racial and ethnic minorities). 
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individuals who have received a less accurate count included children, renters, 
residents of large cities, and racial minorities.'® This differential undercount is the 
census equivalent to the surveillance gap. In recent years, the Census Bureau has 
been forthright about such data collection problems for certain groups, even 
identifying in a 2016 report a list of groups that present the greatest challenge to 
its data collection efforts.'7 The Census Bureau uses statistical extrapolation to 
“count” many who fall in one or more of these categories. !* 

Data marginalization in the U.S. Census has real consequences for policy- 
making in this country, because it impacts federal and state resource allocation, 
environmental priorities, and even the power of the ballot.'? The federal 
government uses census data to allocate hundreds of billions of dollars each 
year.7° Education, welfare, transportation, and a myriad of other federal programs 
allocate funds based on census figures.”! A perfect example of this reality relates 
to the core purpose of the U.S. Census: apportionment, or the allocation, based on 


16. Nathaniel Persily, Color By Numbers: Race, Redistricting, and the 2000 Census, 85 MINN. 
L. REV. 899, 910 (2000). For an excellent history of the U.S. Census, see PETER SKERRY, COUNTING 
ON THE CENSUS? RACE, GROUP IDENTITY, AND THE EVASION OF POLITICS (2000). 

17. The full list of categories includes: children, homeless people, lower-income individuals, 
those with lower education, non-English-speaking people and/or people who do not have social 
security numbers, members of racial or ethnic minorities, people who do not have smart phone or 
Internet access, older individuals, people who live in rural areas, persons with disabilities, people 
who are angry with the government, and people who live in group quarters. See Memorandum from 
Director John H. Thompson to Chair Ditas Katague, U.S. Dep’t of Commerce, U.S. Census Bureau 
(Oct. 26, 2016), https://www2.census.gov/cac/nac/reports/2016-10-responses-admin_internet- 
weg.pdf [https://perma.cc/X84J-QP8B]. 

18. For a fascinating article on the legal battles surrounding, inter alia, statistical sampling in 
the U.S. Census, see Nathaniel Persily, The Law of the Census: How to Count, What to Count, Whom 
to Count, and Where to Count Them, 32 CARDOZO L. REv. 755 (2011). 

19. See Marisa Hotchkiss & Jessica Phelan, Uses of Census Bureau Data in Federal Funds 
Distribution: A New Design for the 21st Century, CENSUS.GOV (Sept. 2017), https://www2.census. 
gov/programs-surveys/decennial/2020/program-management/working-papers/Uses-of-Census- 
Bureau-Data-in-Federal-Funds-Distribution.pdf [https://perma.cc/M9JT-YTZ6] (illustrating in 
Table 1 the billions of dollars allocated to programs such as Head Start, Low Income Energy 
Assistance, and Voting Access for Individuals with Disabilities). 

20. See ANDREW REAMER, COUNTING FOR DOLLARS: THE ROLE OF THE DECENNIAL CENSUS IN 
THE GEOGRAPHIC DISTRIBUTION OF FEDERAL FUNDS 1 (Brookings Inst. ed., 2010), 
https://www.brookings.edu/wp-content/uploads/2016/06/0309_census_report.pdf [https://perma.cc 
/R663-S358] (“In FY2008, 215 federal domestic assistance programs used census-related data to 
guide the distribution of $446.7 billion, 31% of all federal assistance. Census-guided grants 
accounted for $419.8 billion, 75% of all federal grant funding.”). For a more recent version of this 
data, see ANDREW REAMER, COUNTING FOR DOLLARS 2020: THE ROLE OF THE DECENNIAL CENSUS IN 
THE GEOGRAPHIC DISTRIBUTION OF FEDERAL FUNDS (George Washington Inst. of Pub. Policy ed., 
2017), https://gwipp.gwu.edu/counting-dollars-role-decennial-census-geographic-distribution- 
federal-funds [https://perma.cc/HF8H-4YTW]. 

21. See Samuel Issacharoff & Allan J. Lichtman, The Census Undercount and Minority 
Representation: The Constitutional Obligation of the States to Guarantee Equal Representation, 13 
REV. LiTIG. 1, 29 (1993) (citing Abe L. Frank, The 1990 Census: Its Effects on Allocation of Federal 
Funds to State and Local Governments, ELECTION CTR. REP. 1 (Apr. 15, 1988)); Hotchkiss & Phelan, 
supra note 19, at 9 (“The 2000 Census short form was designed to collect basic demographic and 
housing information . . . to be used for apportionment and redistricting.”). 


2018] THE SURVEILLANCE GAP 259 


a state’s population size, of representatives in the U.S. House of Representatives. 
When, as is routinely the case, populations are regularly left out of the count, those 
populations are, by definition, under-represented. As Samuel Issacharoff and 
Allan Lichtman explain, “[iJt is evident that problems surrounding the 
undercounting of identifiable groups have predictable political consequences . . . 
The undercount results in the underrepresentation of areas of minority 
concentration, particularly inner-city neighborhoods, to the benefit of wealthier 
suburban and some rural areas.”?7 


The “undercount” problem—and controversy over how best to cure it—has 
consistently plagued census data.7> In the lead-up to the 2020 Census, the Census 
Bureau convened a working group focused on improving counting of “Hard to 
Count” (HTC) groups.”4 The working group considered (1) making greater use of 
local data and imagery, (2) encouraging respondents to use the Internet and 
telephone, and (3) using administrative records and third-party private-sector 
databases.”> Tellingly, the working group ultimately recommended against using 
third-party databases and administrative records to find HTC populations, citing 
“racialized disparities” in those databases to conclude that they might exacerbate 
the problem.?° Mistrust and fear of government, particularly in minority and 


22. Issacharoff & Lichtman, supra note 21, at 4. 
23. See Persily, The Law of the Census, supra note 18, at 758-69 (discussing “‘Sampling,’ 
Imputation, and the Undercount” and detailing groups historically undercounted). 
24. See U.S. DEP’T OF COMMERCE, U.S. CENSUS BUREAU ADMINISTRATIVE RECORDS, 
INTERNET, AND HARD TO COUNT WORKING GROUP FOR THE 2020 CENSUS FINAL REPORT (2016), 
https://www2.census.gov/cac/nac/reports/2016-07-admin_internet-wg-report.pdf [https://perma.cc 
/HNS59-RCVX]. 
25. U.S. GOv’T ACCOUNTABILITY OFFICE, HIGH-RISK SERIES: PROGRESS ON MANY HIGH-RISK 
AREAS WHILE SUBSTANTIAL EFFORTS NEEDED ON OTHERS, No. GAO-17-375T, 42 (Feb. 15, 2017), 
https://www.gao.gov/assets/690/682787 pdf [https://perma.cc/9SFJ-6EH2]. 
26. U.S. DEP’T OF COMMERCE, U.S. CENSUS BUREAU ADMINISTRATIVE RECORDS AND THIRD 
PARTY DATA USE IN THE 2020 CENSUS WORKING GROUP FINAL REPORT 9 (2014), https://www 
2.census.gov/cac/nac/reports/2014_2020census_wg.pdf  [https://perma.cc/YFJ3-2TEL] (“The 
currently available and/or tested government administrative records (AR) exacerbate racialized 
disparities in the quality of data available to the Census Bureau. Such racialized disparities may be 
attributed to both ‘coverage’ issues and ‘response’ issues in the AR databases’ quality. Such 
administrative records databases better ‘cover’ the White population than racial minority populations 
and are also more likely to produce cross-database response agreement for the White population than 
for racial minority populations.”). The working group also acknowledged that the census’s use of 
administrative or other third-party records might violate the privacy interests of people who had 
shared their data with third parties: 
Individuals disclose information within a particular purpose or context with rules 
in mind at the time of disclosure. When interacting with a firm, a website, another 
individual, individuals reveal information with an understanding as to who can 
see that information, how it might be used, and the context in which it is revealed. 
Disclosure of information is not synonymous with information being public— 
disclosure is done within expectations of privacy. 

Id. at 10. 
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immigrant communities, seem likely to create additional problems for the count 
in 2020.77 

Putting the undercount dilemma aside, this section examines several 
populations that evade, avoid, or (by design) fall outside the surveillance radar and 
discusses why. Though people living in the surveillance gap suffer differing 
experiences and harms, the case studies discussed below reveal several 
commonalities. First, the surveillance gap impacts some of the most marginalized 
and politically powerless groups in American society—undocumented people, day 
laborers, homeless persons, and people with felony conviction histories. Second, 
just as surveillance is used as a tool to “exert influence and reproduce power 
relations,” the surveillance gap can also serve as a social control mechanism.7® 
Torin Monahan explains that, when it comes to oppressed populations, 
“surveillance plays an important role in policing bodies and maintaining 
boundaries between inside and outside, self and other.”2? In other words, careful 
watching plays a social sorting function.>° The same can be said of the extreme 
privacy that characterizes the surveillance gap. Third, people resist surveillance 
systems in subtle and empowering ways,*! quietly reclaiming their humanity and 
asserting their rights. Fourth, people in the surveillance gap often lack 
fundamental legal rights or access to remedies that protect rights. 


27. See Hansi Lo Wang, Run-Up to 2020 Census Raises Concerns over Security and Politics, 
NAT’L Pus. RADIO (Mar. 28, 2017), http:/(www.npr.org/sections/thetwo-way/2017/03/28 
/521789446/run-up-to-census-2020-raises-concerns-over-security-and-politics [https://perma.cc 
/R5K9-PE36] (“[The] Census Bureau is facing its longtime challenge of building up public trust. 
Kenneth Prewitt, a former director of the Census Bureau who served under the Clinton 
administration, says he’s concerned that the immigration debate could determine the questions asked 
on the Census.”); Danny Vinik, Trump’s Threat to the 2020 Census, POLITICO (Apr. 9, 2017), 
http://www. politico.com/agenda/story/2017/04/trumps-threat-to-the-2020-census-000404 _ [https: 
//perma.cc/C7DK-RVEC] (“If you imagine that the federal government is asking for personal 
information and you feel that the federal government is hostile and that if you were to answer this, 
perhaps they would use this against you,’ said Terry Ao Minnis, director of the census and voting 
programs at Asian Americans Advancing Justice.”). Some believe that traditionally undercounted 
communities will be particularly aggressive advocates for getting counted in the 2020 round. See, 
e.g., Nick Visser, The U.S. Won't Tally LGBT People in 2020 Census, HUFFINGTON Post (Mar. 29, 
2017), http:/Awww.huffingtonpost.com/entry/us-census-lgbt-americans_us_58db3894e4b0cb23e65 
c6cd9 [https://perma.cc/SE4E-PALJ] (suggesting that undercounted groups plan to fight for their 
representation). 

28. Torin Monahan, Regulating Belonging: Surveillance, Inequality, and the Cultural 
Production of Abjections, 10 J. CULT. Econ. 191, 192 (2017). 

29. Id. 

30. See id. (“[S]urveillance is a mode of ‘social sorting’, of categorizing populations according 
to perceived risk or value and treating those respective groups differently.”) (internal citation 
omitted). 

31. For example, some “welfare recipients subsist by underreporting income, taking side jobs, 
engaging in barter economies, paying babysitters by letting them use their electronic benefit transfer 
(EBT) food-stamp cards, and so on . . . as ways for individuals to contest the stigmatized 
subjectivities that the state and others force upon them.” /d. at 193. 
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A. Undocumented Immigrants 


Undocumented immigrants in the United States live at privacy’s extremes.>” 


Approximately eleven million undocumented immigrants live in the United States, 
making up about four percent of the U.S. population.*? Over sixty-two percent 
have lived in the United States for ten years or more.*4 Over 400,000 people per 
year are held in immigration detention in over 250 facilities while they await 
deportation or while their removal proceedings are pending.*> Detainees are 
treated like inmates whether they are housed in a prison alongside people 
convicted of crimes or in a separate detention center.*° Residents of detention 
centers are thus subject to extreme surveillance. 

At the other end of the privacy extreme are the millions of undocumented 
individuals who live their lives in the shadows, fearful of any action or personal 
contact with a government agent that could result in deportation. Immigration 
enforcement was strengthened during the 1980s War on Drugs and further 
bolstered following the terrorist attacks of 9/11.37 During his time in office, 
President Barack Obama deported between two to three million people, more than 
his predecessors combined, although the level of deportations under his watch 
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dropped after 2012 due to shifting immigration enforcement priorities.** His 
administration focused on deporting people with criminal convictions and created 
Deferred Action for Childhood Arrivals (DACA), a program that offered deferred 
deportations and work permits to as many as 2.1 million children brought into the 
country as minors.*? President Donald Trump’s administration is pursuing more 
aggressive deportation policies, including expanding the list of individuals 
subject to deportation;*! hiring additional enforcement agents to identify and 
deport undocumented immigrants;*? building a 2000-mile wall on the United 
States-Mexico border;*? expediting deportation proceedings;*+ and ending the 
temporary protected status of approximately 200,000 Salvadorans who have 
resided in the United States for twenty years.*> These aggressive immigration 
enforcement policies have significantly impacted undocumented immigrants and 
their surveillance avoidance. 

Undocumented immigrants populate the surveillance gap despite, and in part 
because of, sophisticated efforts to track them. The government deploys a 
technologically-driven system of surveillance designed to identify, find, and 
apprehend undocumented people. Government databases, which include 
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biometric information such as fingerprints and DNA evidence,*° are shared and 


aggregated with private databases that store reams of personal information, 
resulting in combined profiles used to enforce immigration laws and regulate 
access to social services, education, health care, driver’s licenses, employment, 
housing, and transportation.47 Anil Kalhan has labeled this system the 
“immigration surveillance state.”*® One of its goals is to identify people who 
should be deported; another is to make the level of monitoring so extreme that 
individuals self-deport. Another result, and just as common even if not explicitly 
intended, is to force these people to flee into the surveillance gap.” 

The consequences of hiding from the immigration surveillance state are 
concrete and harmful. Undocumented immigrants work, but typically off the 
books, in low-wage, dangerous jobs, where they suffer from wage theft and 
uncompensated workplace injuries.>° They fear contact with government officials, 
which means they are unlikely to enforce their legal rights in court, seek health 
care, or use banks or other financial institutions.>! Reporting suggests that Trump 
administration policies are greatly exacerbating the problem.** Undocumented 
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immigrants have high rates of crime victimization, but fear reporting to police.*? 


They fall prey to fraud and extortion schemes.*4 They exhibit high rates of stress, 
anxiety, and hopelessness.°° Today, widespread fear is resulting in undocumented 
people taking extreme measures to avoid immigration authorities, such as pulling 
their children out of school and staying locked in their homes*°—and even 
cancelling annual cultural celebrations.>/ 

Extensive research has recorded the impacts on the 5.5 million children living 
in undocumented households: “the effects . . . are uniformly negative, with 
millions of U.S. children and youth at risk of lower educational performance, 
economic stagnation, blocked mobility, and ambiguous belonging.”°*® The 1.1 
million undocumented children in the United States can suffer health deficits, 
because parents are scared to take them to doctors, and educational delays, because 
parents are scared of enrolling them in school.>? Likewise, the 4.5 million U.S.- 
citizen children of undocumented parents suffer from constant fear of family 
separation.°° Even though these children are entitled to government benefits such 
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as childcare subsidies, preschool programs, and food stamps, their parents are 
often too terrified to apply for benefits on their behalf.*! 

In the criminal justice context, Sarah Brayne has identified that law 
enforcement surveillance systems result in “system avoidance,” or deliberate 
efforts by individuals to avoid institutions that gather and keep formal records. 
Brayne explains that involvement with law enforcement—‘from police contact to 
incarceration”©>—makes individuals wary of interacting with “hospitals, banks, 
employment, and schools,” likely due to a fear of re-exposure to the criminal 
justice system.°> As described above, undocumented immigrants also undertake 
such system-avoidance steps. 

Whether they are in detention or attempting to avoid it, undocumented 
immigrants live at privacy’s extremes. The United States’ extensive immigration 
surveillance system is a creature of law and a tool of control. It seeks to demarcate 
the worthy citizen from the unworthy usurper, to create a visible structure that 
signifies immigrant fault for societal problems, and to make life in the United 
States so untenable that unauthorized immigrants give up trying to come to this 
country. 


B. Day Laborers 


The modern workplace is a site of extreme surveillance. Employers routinely 
require personality and drug tests before hiring and throughout employment; they 
observe workers through video cameras, monitor keystrokes, listen to telephone 
calls, review emails and Internet usage, deploy mystery shoppers, and track 
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movements through GPS or radio frequency devices.°’ The realities of rampant 
workplace surveillance are only one extreme; thousands of workers operate 
beyond the reach of these surveillance regimes and find themselves in the 
surveillance gap. 

One group of such workers is day laborers. On any given day in the United 
States, approximately 117,600 people®® seek work as day laborers in jobs such as 
construction, landscaping, roofing, and painting, as well as in restaurants and nail 
salons.®? Employers typically hire day laborers on a day-to-day basis at a public 
site (such as a gas station, street corner, or home improvement store parking lot), 
where as many as two hundred workers may gather.’° The employer and worker 
negotiate a verbal, short-term employment agreement.’! Day-labor markets are 
usually unregulated, and workers are paid in cash;”* this is “temporary work in 
which the work, and often the workers, lack documentation.”’> Earnings are 
variable, but the median wage for day laborers is $10 per hour,’* meaning that 
most day laborers remain below the poverty level, as their annual earnings rarely 
exceed $15,000.’> The market for day labor is driven by employer demands for 
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worker flexibility, a downtick in industrial and manufacturing jobs, and the 
number of migrant workers willing to accept payment below market and legally 
mandated rates.’ 

Numerous studies highlight the vulnerabilities of day laborers. Many day 
laborers report being victims of wage theft, or the failure to be paid what a worker 
is owed under law.’’ Day laborers also toil in dangerous workplaces and suffer 
high rates of injury. A national study of day laborers found that one in five suffered 
a work-related injury and that half of those injured did not receive medical care.’8 
Another study found that employers abuse day laborers by denying them adequate 
breaks for food, water, or rest (44%), abandoning workers at the work site (27%), 
insulting and threatening workers (28%), and even acting violently toward 
workers (18%).’? These day laborers face extreme social isolation, as their 
families are often left behind in their home countries, and, while in the United 
States, these workers avoid mainstream social venues.®° In sum, “[i]ts social 
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status, physical danger, and uncertainty set day labor apart from other forms of 
work.,”8! 

All of these abuses are against the law; the Fair Labor Standards Act 
(FLSA)*? sets forth specific pay, overtime, and recordkeeping requirements and 
covers citizens and non-citizens alike.*? Indeed, courts have held that questions 
about citizenship status are impermissible in FLSA lawsuits.*4 Yet the law offers 
little recourse for day laborers. To begin with, because the majority of day laborers 
are undocumented, they live in fear that employers will retaliate against them by 
calling immigration authorities if they complain or make demands.®> 

Day laborers who are willing to pursue their statutory rights face additional 
challenges. Government enforcement agencies are notoriously reluctant, 
understaffed, and ineffective in policing day labor violations.8° This is 
compounded by language barriers and lack of information about legal rights.°7 
Private lawsuits are hard to bring because the low dollar value of a claim deters 
private attorneys from taking on these claims.8* Even for pro bono and public 
interest attorneys, lawsuits can be challenging because the employers frequently 
exist off the books, with no legal status, identifiable address, or entity to sue.°? 
Collecting judgments is often fruitless as many employers develop “tactics to 
successfully avoid paying judgments even after losing the case,” such as declaring 
bankruptcy, selling their property, and creating bogus shell companies to hide 
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assets.” There is often no paper trail, such as pay stubs, ?! time sheets, or tax 
reporting forms,” linking these workers to their employers. 

In addition, employers commonly misclassify day laborers as independent 
contractors, removing them from the purview of legal protections for wages and 
against discrimination, as well as workplace benefits such as workers 
compensation, unemployment insurance, and social security disability.°° In turn, 
workers lack the legal knowledge or resources to challenge those 
misclassifications.”4 Many day laborers are hired by fly-by-night subcontractors, 
allowing companies at the top of the contracting chain to wash their hands of 
liability.?> Making matters worse, many employers deem the costs of complying 
with compensation laws in the short term to be greater than the long-term costs of 
violating said laws, leading them to shirk their legal obligations.” 

Simultaneously, some jurisdictions have enacted anti-solicitation statutes to 
crack down on day-labor sites due to perceived threats to community safety and 
potential economic injuries to local businesses.°’ These laws push day laborers 
further into the surveillance gap. Moreover, when day laborers organize to claim 
and demand their rights—essential forms of resistance to the surveillance gap?>— 
they face increased pushback through employer lawsuits’? and _ politically 
motivated restrictions on organizing.!° Thus, day laborers find themselves in a 
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constant push-and-pull between remaining in the surveillance gap and surfacing 
to assert their rights, facing the associated risks of doing so. 


C. Homeless People 


Homeless people live in a polarized state of privacy—on the one hand, they 
live their lives in public; on the other hand, they are pushed to the margins of 
public spaces and often treated as invisible by passers-by. According to a 2015 
study by the National Law Center on Homelessness & Poverty, “at least 2.5 to 3.5 
million Americans sleep in shelters, transitional housing, and public places [and] 
an additional 7.4 million have lost their own homes and are doubled-up with others 
due to economic necessity.”!°! One-third of homeless people live outside, 
exposing their belongings and personal lives to the public;!°* about two-thirds of 
homeless persons reside in some form of shelter or transitional housing.!°> These 
shelter settings are privacy-stripping by their very nature, due to a status quo 
defined by overcrowding and pervasive surveillance systems.!°4 Regardless of 
whether they have found shelter or live their lives out in the open, homeless 
individuals find that their destitution is often on display.!°° Yet, paradoxically, 
homeless people simultaneously inhabit a state of invisibility, a form of extreme 
privacy brought about by societal norms and laws that push people without homes 
to society’s margins. As Don Mitchell and Nik Heynan describe, “[l]aws (or 
increased policing) that make sleeping more difficult and dangerous, panhandling 
riskier, and tending to bodily needs all but impossible, push the homeless as well 
as the housed poor more deeply into the urban shadows.” !° 

Surveillance of homeless people comes in many forms: homeless people 
hoping to secure a place in a shelter must answer personal intake questions and 
submit to background checks as the price of admission. To remain in the shelter, 
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they must acquiesce to extensive and prolonged surveillance.!©’ Further, to access 
certain social services, homeless people must provide answers to highly personal 
questions, including information about HIV/AIDS status, mental health and 
substance abuse history, and their experience with domestic violence.!°8 Their 
responses are funneled into the nationwide Homeless Management Information 
System (HMIS), a database designed to assess and measure needs and to 
coordinate a response through homeless services.!° In addition, and specifically 
for homeless families, the school systems’ residency verification requirements can 
worsen housing instability. For example, if, as a result of a school inquiry, a 
landlord learns that unauthorized occupants are living in a unit, she might evict 
the occupants—people who likely have no other place to go.!!0 

The law has limited capacity to protect homeless individuals from these 
privacy intrusions, largely because the Fourth Amendment’s prohibition on 
unreasonable government searches and seizures generally does not apply to people 
and personal items in public spaces.!!! Yet the activities of homeless people are, 
by necessity, “conducted in public; [homeless people] typically make their ‘home’ 
on property that they are not entitled to be on; their belongings and activities are 
on ‘open fields’ which common passersby can easily see; and they are almost 
perpetually voluntarily exposing themselves to the public.”!!? United States v. 
Jones,''> which held that it is an unconstitutional physical trespass for police to 
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put a GPS on a person’s car, has spurred hope that the Supreme Court might 
expand notions of privacy outside the home.!!4 Yet Kami Chavis Simmons argues 
that this is unlikely to help the poor, because it does not reach “the face-to-face 
law enforcement interactions that many residents of poor, urban neighborhoods 
face on a daily basis.”!!> For these reasons, it is widely recognized that homeless 
people lack the legal or spatial privacy granted to people who can afford homes. 
By contrast, it is less recognized how homelessness can result in too much 
privacy—or a surveillance gap. 

Homeless people inhabit the surveillance gap for several reasons. To begin 
with, homeless people who live outside (roughly one-third of the homeless 
population) face a barrage of laws designed to push them out of sight.!! Across 
the country, cities have enacted laws that essentially criminalize homelessness— 
these laws prohibit camping in public; sleeping in public; sleeping in vehicles; 
sitting or lying down in public; panhandling; loitering, loafing, and vagrancy; 
living in vehicles; bathing in public fountains; urinating or defecating in public; 
using shopping carts in public parks; storing personal property on public property; 
and sharing food in public.!'7 At the same time, local law enforcement agents 
issue “move-on” orders and trespass warnings to homeless people and engage in 
sweeps of homeless camps, removing homeless people from public space and 
destroying their belongings.!!® Ironically, surveillance technologies deployed by 
law enforcement, such as closed-circuit television (CCTV) cameras positioned 
around cities, operate to push homeless people into the surveillance gap.!!° 
Together, these statutes and enforcement strategies disperse the homeless to 
secluded places, where the cycle of “banishment” and “eviction” begins again. !?° 
As a result, homeless persons dedicate “more resources of time, energy, and 
money into not appearing homeless, or disappearing into darker and more 
dangerous recesses of the urban fabric.”!*! Criminalization policies that make it 
harder for people to exit homelessness—such as expensive fines and the collateral 
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consequences of convictions—create barriers to employment and secure housing, 
which in turn perpetuate residence in the surveillance gap.!?? 

Lawsuits challenging municipal restrictions against homeless people have 
had mixed results.!*? Most successful have been challenges to food-sharing laws 
in which the plaintiffs are not homeless people, but rather charities claiming 
violations of their associational and free-exercise-of-religion rights. !?4 The 
number of laws that force homeless people into the surveillance gap has increased 
across the board, in some cases dramatically, over the last decade.!*> During this 


time, courts have found ways to distinguish groundbreaking cases such as 


Pottinger v. City of Miami,'*© which held that it is unconstitutional to arrest 


homeless individuals for engaging in “life sustaining conduct” such as sleeping, 
sitting, or standing in certain public places.'*” Finally, even when a court strikes 
down an anti-homeless ordinance, the remedy awarded tends to fall short of 
addressing the underlying structural problem: a lack of available housing. !78 
Unaccompanied homeless children represent a particularly distressing 
subsection of the surveillance gap population.!?° An estimated 1.7 million 
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children fall into this category per year.'°° These children typically fall into 
homelessness due to family strife, financial crises, and housing instability.!! A 
large proportion are LGBTQ!" and are cast out by their families.!5? Homeless 
children are acutely aware of the stigma of homelessness, which drives them to 
live their lives underground, to mask their homelessness. As Lynn Harter and her 
colleagues explain, “[t]o make their status visible by seeking help risks public 
stigmatization; to avoid stigmatization requires invisibility.”'54 Thus, they 
develop street smarts to survive, which involves “reliance on instincts to read a 
situation, preparedness, adaptability, and in general a heightened level of 
awareness of one’s surroundings.”!3> However, these tactics of invisibility can 
consequently limit access to services provided by the government or private 
agencies. Further, the tensions of maintaining invisibility result in some young 
people becoming “aggressive,” which “often put[s] them at risk for arrest and 
incarceration,” while other youths become “withdrawn, listless, or depressed— 
characteristics that increase their likelihood of experiencing personal 
victimization.” !3° Homeless children are particularly susceptible to physical abuse 
and sexual exploitation, and they may resultantly face mental health challenges, 
develop substance abuse issues, or even die.!37 Meanwhile, schools and other 
institutions are unable (or unwilling) to recognize and develop the survival skills 
that homeless children have honed, despite the potential sources of social capital 
or personal transformation these skills represent.!** While the McKinney-Vento 
Homeless Assistance Act requires states and school districts to identify homeless 
children and enroll them in school, the law is inadequately funded, and states 
struggle to comply due to a lack of staffing and technical assistance. !*° 
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The surveillance gap is also reinforced when homeless people refuse social 
services. Shelters can be dehumanizing and dangerous, with a lack of privacy, 
strict conduct rules, and extreme surveillance, leading some homeless persons to 
prefer living outside.'4° Some shelters sound more like prisons than social service 
providers; for example, one such shelter is “operated by the county’s sheriff's 
department with the help of private security guards, [where] rule breakers are 
required to sleep outside in an exposed courtyard, even when it rains.”!4! This 
lack of privacy may be why some people who find themselves impoverished resist 
the shelter systems and, therefore, circumvent additional public aid that may 
otherwise enable them and their children to break the cycle of poverty. 

In addition, homeless people may not seek out shelters because they do not 
want to provide the personal information that HMIS systems require. !4* Notably, 
information provided to HMIS can be released to law enforcement on a mere oral 
request for the purpose of identifying or locating a suspect or material witness. !44 
As one commentator has noted, “[t]he ease of accessibility to client [data] through 
oral requests threatens to compound the already challenging task of eliciting 
complete and accurate information from homeless clients,” !44 who are, by virtue 
of their homelessness, often living in violation of laws that regulate their public 
conduct. Of course, this withdrawal from homeless service systems has a cost, as 
people lose out on public aid and services that may be able to help them survive 
or transition out of homelessness. Still, by opting to remain in the surveillance gap, 
homeless people are pointedly defying surveillance.'*> Thus, the story of 
homelessness is “not a one-way story of oppression, restriction, and decline... . 
It is also a story of both coping in the shadowed interstices of the city and of 
fighting back.”!4¢ 


D. People with Felony Conviction Histories 


A final and much narrower example illustrates the nuanced gradations of the 
surveillance gap: the elusiveness of Virginians with felony conviction histories 
who, despite the Commonwealth’s desire to reinstate their right to vote, cannot be 
located by government officials.'47 Virginia’s constitution strips individuals 
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convicted of a felony of their voting rights permanently,!'4% but the governor has 
discretion to restore voting rights to individuals.'*? Starting with his inauguration 
in 2014, former Governor McAuliffe made restoring voting rights to those with 
felony convictions a centerpiece of his administration.'!°° In April 2016, 
McAuliffe decided to grant the right to vote to every Virginian who had finished 
her term of incarceration and supervised probation.!*! Yet when it came to 
identifying and locating those whose rights were to be restored, the Restoration of 
Rights Office (RoR) within Virginia’s Secretary of the Commonwealth could 
identify only 206,000!°? of the estimated 350,000!*? people who stood to regain 
the right to vote in Virginia. Ultimately, the Virginia Supreme Court found that 
McAuliffe’s April order violated the Virginia constitution, requiring McAuliffe 
instead to restore rights on a case-by-case basis.!°4 McAuliffe proceeded to 
comply by affirmatively restoring rights to every eligible person meeting his 
single criterion: completion of her term of incarceration and supervised 
probation. !>*> While McAuliffe restored rights to more Virginians than any other 
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governor in the state’s history (173,000 people during his term),!>° he had the 
political will to restore many more. What stood in his way, even amid a so- 
called “golden age of surveillance,” was his administration’s inability to identify, 
locate, and notify all eligible individuals.!>7 

It has been difficult for RoR to locate eligible Virginians for several reasons. 
To begin, RoR is dependent on other state agencies to provide data on individuals 
who may be eligible, yet Virginia statutes, like those of other states, prohibit 
information sharing between state agencies except under defined 
circumstances.!>® Further, confidentiality restrictions on who may access state 
databases prevent advocacy groups from helping with the work.!>° 

Accessing Virginia’s court records to confirm eligibility and contact 
information is likewise constrained. Prior to 2016, Virginians hoping to regain the 
right to vote could do so only by submitting an application. !©° Since Virginia lacks 
a centralized management system for court records, individuals, advocacy 
organizations, and RoR sought records at individual county courts. Some, but not 
all, counties make records available online, to varying degrees, and information 
about accessing court records is often murky.'®! What is more, Virginia court 
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clerks are elected, meaning that politics may play a role in how quickly courts 
respond to requests for information on people seeking to restore their civil 
rights.!©* Beginning in 2016, McAuliffe no longer required people to produce 
court records in order to regain their right to vote.!®> Yet, in the case of federal 
convictions, RoR must verify information with federal law enforcement agencies 
and federal courts, a process that has also proved challenging due to federal court 
clerk concerns about data sharing and privacy.!©4 

Despite gubernatorial efforts to simplify the rights restoration process, RoR 
and voting rights organizations still exert “a tremendous amount of effort” to 
identify individuals eligible for rights restoration in Virginia.!°> Finding contact 
information for individuals recently released from prison and not under supervised 
probation or parole is often a challenge. Those recently released from prison often 
live with friends or families or in transitional housing, and they therefore lack a 
permanent address.!®° For those released from the correctional system years or 
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Federal probation officers and judges have expressed discomfort with sharing information in bulk 
about federal conviction histories, instead requiring RoR to make individual requests. RoR therefore 
sends hundreds of individual letters asking for information to confirm completion of incarceration 
and supervised probation. Federal probation officers have told RoR that they will not disclose names 
of people currently under supervision, citing privacy concerns. Jd. 
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even decades ago, locating accurate address information is similarly daunting, a 
task made more difficult if the individual moves, especially out of state, or changes 
her name. 

Another cognizable hurdle to locating individuals who are eligible for voting 
rights restoration is reticence on the part of people with prior convictions to engage 
with government institutions. Institutional avoidance among people with histories 
of police stops, arrests, convictions, or incarceration is well documented.!® This 
lack of engagement with societal institutions has negative impacts on people’s 
health, employment, financial security, and exposure to crime. The surveillance 
state may even “fuel the very behavior it is trying to suppress,” because people 
who live “off the books” lack the sorts of institutional attachments, such as 
employment, associated with low crime rates.'©8 Unsurprisingly, this pattern of 
disengagement disproportionately impacts disadvantaged and minority 
populations. ! 

Many otherwise-eligible Virginians hesitate to come forward because of a 
perceived stigma related to their convictions. One caller to a radio talk show about 
rights restoration in Virginia who lost his voting rights as a young adult for 
marijuana possession explained that he lies to his kids every year on Election Day 
when they ask whether he voted.!7° Many Virginians excluded from the political 
polity are too embarrassed to come forward to regain the right to vote.!7! 
Additionally, in summer of 2016, frequent changes in policy combined with back- 
and-forth litigation left many otherwise-eligible Virginians confused about 
whether their right to vote could be restored. !7 
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Although McAuliffe was extremely motivated to restore voting rights to as 
many Virginians as he could, and despite the expansiveness of the modern 
surveillance state, the task of locating eligible Virginians was remarkably fraught. 
These residents of the surveillance gap proved very difficult to find. 


E. Conclusion 


As these case studies show, life in the surveillance gap can be miserable and 
dehumanizing. It can harm mental and physical health, reinforce poverty, tear 
apart families, and strip people of dignity. In the surveillance gap, economic 
stability is difficult to maintain, and becoming economically mobile is nearly 
impossible. For citizens within the gap, the ability to effect change through voting 
is often restricted by barriers to voter registration, such as a lack of a permanent 
address (i.e., homeless individuals), voter disenfranchisement, or system 
avoidance. Government and private actors increasingly gather, aggregate, and 
analyze data to tackle social issues and apportion resources in health care, 
education, financial services, and more. People in the surveillance gap are 
excluded from these data streams due to a lack of access to technology,!7? fear of 
creating an electronic trail,!4 or failure to be captured within mainstream data 
collection mechanisms.!7> As a result, their experiences and needs are left out of 
policy discussions and responses.!7° Laws perpetuate the surveillance gap—a 
largely lawless zone. Moreover, elites obtain political benefits from the 
surveillance gap and maintaining its boundaries. The myth about the surveillance 
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gap is that its inhabitants are responsible for their plight and affirmatively choose 
to remain invisible. By upholding this myth, society evades the collective costs of 
reforming structural systems that cause and perpetuate the surveillance gap. 


Il. 
FRAMING THE SURVEILLANCE GAP 


The discussion below examines the surveillance gap through five analytical 
lenses. First, we look to the growing recognition in privacy theory of differentiated 
privacy harms—the idea that different groups experience privacy harms in 
different ways. Second, we examine how feminist legal theory teaches us about 
the problem of viewing privacy harms through a strictly public-versus-private 
lens. Third, we review the consumer and criminal privacy scholarship that attaches 
agency to individuals through choice and consent defaults. Fourth, we explore 
fundamental rights theories of privacy, examining how countries that have 
formalized this theory into their bodies of laws effectively closed the surveillance 
gap altogether. Finally, we analyze how and whether Helen Nissenbaum’s theory 
of contextual integrity can inform our understanding of the harms suffered in the 
surveillance gap. 


A. Differentiated Privacy 


In 1890, the grandfathers of American privacy law, Samuel Warren and Louis 
Brandeis, criticized the growing phenomenon of yellow journalism, chronicling 
the lifestyles of the rich and famous, in their seminal article, The Right to Privacy. 
Warren and Brandeis wrote: 


To satisfy a prurient taste the details of sexual relations are spread 
broadcast in the columns of the daily papers. To occupy the 
indolent, column upon column is filled with idle gossip, which can 
only be procured by intrusion upon the domestic circle. The 
intensity and complexity of life, attendant upon advancing 
civilization, have rendered necessary some retreat from the world, 
and man, under the refining influence of culture, has become more 
sensitive to publicity, so that solitude and privacy have become 
more essential to the individual.!77 


For Warren and Brandeis, the objects under the microscope were their elite 
peers; the voyeuristic masses ogled elites distastefully through the expanding dual 
scourges of instantaneous photography and penny journalism.!’® American 
privacy law was therefore born not of respect for every American’s right of 
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1304 (2010) (contending that Warren and Brandeis wanted to protect elites from the glare of privacy 
invasions by social inferiors). 
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privacy, but rather of a push for rarified privacy, freeing elites from the gaze of 
the uncivilized.'7? Warren and Brandeis’s assertions in some way mark the 
beginning of marginalized groups’ exclusion from the privacy narrative. !8° 

In his 1967 book Privacy and Freedom, Alan Westin—another significant 
privacy scholar—took a more democratized approach to privacy, arguing that 
privacy of the common man manifested a core pillar of democratic society. 
Westin painstakingly documented the many ways in which the lack of privacy 
marked the totalitarian state.'®* The expansion of privacy enabled the democratic 
citizen to form her thoughts and engage in democratic betterment.!*? Though 
Westin democratized privacy, he did not address marginalized groups or examine 
the nuanced problem that too much privacy poses. !84 For Westin, privacy was a 
good that every democratic citizen ought to seek and enjoy.!*> 

Since Westin, scholars have fostered a narrative of privacy’s gradual demise. 
In light of an increasingly powerful and omnipresent administrative surveillance 
state and increasingly sophisticated private-sector efforts to track consumers on- 
and offline, scholars began to examine the impact of privacy laws and norms on 
different groups—what we call here “differentiated privacy.”!86 Others began to 
ask whether and under what circumstances too much privacy is a problem.!87 
More recently, new strains of scholarship have begun to examine more nuanced 
impacts of differentiated privacy. Scholarship examining discriminatory 
surveillance is one example. 
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182. See id. at 651-58. 
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vital lubricant of the organizational system in free societies.”). 

184. Id. 
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186. See, e.g., Helaine F. Lobman, Spousal Notification: An Unconstitutional Limitation on a 
Woman’s Right to Privacy in the Abortion Decision, 12 HOFSTRA L. REV. 12, 531-60 (1984) 
(women); Robin Morris Collin & Robert William Collin, Are the Poor Entitled to Privacy?, 8 HARV. 
BLACKLETTER J. 181, 215 (1991) (poor people); DOROTHY ROBERTS, KILLING THE BLACK Bopy: 
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2018] THE SURVEILLANCE GAP 283 


Discriminatory surveillance can be understood as surveillance of, or privacy 
intrusions on, certain groups as opposed to others. John Gilliom’s work on the 
welfare system’s hyper-surveillance of women receiving government benefits in 
rural Appalachia is illustrative.'8® Other scholars follow this line of thought, 
wondering to what extent the dominant privacy narrative left out the stories of 
marginalized groups.!*? They have explored what marginalized people have long 
known: that marginalized people tend to have less privacy in their homes, bodies, 
and decisions than their more privileged counterparts.!?° As far back as the United 
States’ founding, “overseers of the poor” chased indigent people out of colonial 
towns or auctioned them off for labor.!?! In the 1800s, “when poorhouses became 
the dominant poor relief policy, the poor were warehoused in dismal quarters 
where they labored under the watchful eye of the ‘keeper.’”!°* Near the turn of 
the twentieth century, poverty policy became more benevolent;!?? nevertheless, 
the Scientific Charity Movement “relied on ‘friendly visitors’ to investigate the 
homes of the poor and exhort them to higher morals.”!°4 When the New Deal 
created the modern welfare state, surveillance of the “undeserving poor”—able- 
bodied adults seen as capable of doing work—continued.!?> For instance, in 
administering welfare, “states devised a variety of surveillance tactics—such as 
midnight raids on welfare recipients’ homes and moral fitness tests.”!°° These 
tactics aimed to “reduce the welfare rolls and push poor women, mostly of color, 
into the low-wage labor force.”!°” Welfare surveillance continues today, in the 
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form of drug tests, DNA tests, fingerprinting, extreme verification requirements, 
and various forms of intrusive questioning. 198 Ty short, scholars have documented 
the ways in which many marginalized persons have far less privacy than other 
Americans. Yet this narrative is incomplete; some marginalized persons have too 
much privacy. 

Dean Spade explains the mechanisms by which the administrative state 
categorizes people, resultantly replicating power imbalances and further harming 
marginalized groups.!?? Social welfare programs “are designed in ways that 
reflect and amplify contemporary understandings of who is ‘inside’ and who is 
‘outside’ of the group whose protection and cultivation is being sought, which 
means they always include determinations of who deserves protection and who is 
a threat.”*°° The groups of people described in this article’s case studies are all 
persons considered, in one way or another, to be a threat—either for their 
criminality, their impact on labor competition, or their failure to succeed in a 


men, to winnow the welfare rolls, and to reinforce the idea that families receiving aid were entitled 
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conditions of employment. Employers increasingly track employee movements 

through GPS or radio frequency devices, which “create new streams of data 

about where employees are during the workday, what they are doing, how long 
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capitalist system. Thus, they fall outside the line of societal protections, resources, 
and support.2°! 

Surveillance scholars are also beginning to unpack what can be termed big- 
data discrimination.?°* What happens when the harnessed forces of big data meant 
to address societal problems have negative impacts on certain groups? One early 
observer of this phenomenon, Kate Crawford, pointed to the problem of benefits 
flowing principally to the affluent and Internet-connected: 


Big data can provide valuable insights . . . but it can only take us 
so far. Because not all data is created or even collected equally, 
there are “signal problems” in big-data sets—dark zones or 
shadows where some citizens and communities are overlooked or 


underrepresented. . . . [BJig-data approaches to city planning 
depend heavily on city officials understanding both the data and 
its limits.?" 


Crawford cites Boston’s “Street Bump” app as an example. As the civic data 
movement took off, the City of Boston joined in, enabling city dwellers to 
transform their phones into mobile pothole detectors using a simple app. The app 
transmitted data directly to city government, which used the data to determine 
which areas of the city most needed street repair. Although an ingenious bit of 
civic imagination, the project had its weaknesses: most notably, residents of the 
more affluent portions of the city were more likely to install the app, thus distorting 
the true picture of need and exacerbating already-enormous disparities in Boston 
street maintenance.?"+ 

Daniel Castro similarly urges attention to this “data divide,” pointing out that 
“individuals who come from data-rich environments may find that they have a 
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comparative advantage over those who grow up in data poverty,” and suggesting 
that these “advantages may translate into better health care outcomes, increased 
access to financial services, enhanced educational opportunities, and even more 
civic participation.”*°> This growing divide may lead to “data deserts,” or “areas 
of the country characterized by a lack of access to high-quality data that may be 
used to generate social and economic benefits.”?°° Harms that result from data 
deserts and discriminatory algorithms are drawing increasing scholarly 
attention.*°’ The case studies in this article show that the deserts already exist. 

These examples provide illustrations of potentially discriminatory impacts of 
the civic data movement, data deserts, and distortion. Low-income people in 
particular risk either exclusion from opportunities such as access to credit or 
exposure to discrimination in the form of predatory lending based on data-driven 
algorithms, collaterally and adversely impacting areas such as employment, 
education, and policing.?°8 Yet current law, devised long before the rise of the 
Internet, provides scant protection against data discrimination.?°° 

Since Warren and Brandeis, privacy scholarship has reckoned with 
differentiated privacy. Increasingly, modern privacy scholarship focuses on the 
problem of discriminatory surveillance, data collection, and data use. The 
surveillance gap adds an additional harm: discrimination that arises from the lack 
of data inputs from marginalized groups. The next section traces seeds of this idea 
in feminist legal theory. 


B. Feminist Legal Theory and the Public/Private Binary 


The bulk of privacy scholarship focuses on defining the benefits of privacy, 
tracking privacy’s demise, and suggesting remedies to restore it. In these 
discussions, privacy generally has positive connotations; it is variously associated 
with “freedom of thought, control over one’s body, solitude in one’s home, control 
over information about oneself, freedom for surveillance, protection of one’s 
reputation, and protection from searches and interrogations.”*!° By contrast, 
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feminist theorists have long recognized that privacy can be a double-edged sword; 
their insights are thus helpful for examining surveillance gaps. 

Second-wave feminists identified and deconstructed the public/private divide 
in society and law that historically served to oppress women.*!! Traditionally, the 
public domain was dominated by men to the exclusion of women, namely in work 
and politics.?!* “By contrast, the private domain was that of home and family, 
where autonomous individuals lived free from state interference.”*!> 
Nevertheless, feminists observed that domestic autonomy only truly extended to 
men, because women and children depended on them for material goods.”!4 This 
dominance emboldened men to abuse women in the home, their abuse exacerbated 
by a parallel failure of the state to intervene.*!> Elizabeth Schneider called this 
dynamic “the violence of privacy.”?!© Recognizing that facially harmless 
government inaction can ultimately be as detrimental as overtly destructive 
government action, feminists “rejected the view that the government’s hands-off 
approach was formally neutral, because the state set the legal ground rules that 
permitted private inequality to flourish unchecked.”*!7 

Moreover, feminists argued that the ideal of autonomy was a myth for 
women, who are typically enmeshed in family relationships of dependency, care- 
giving, and attachment.?!® Catherine MacKinnon posited that privacy can never 
be a basis for claiming rights, because it is a tool of gender subordination that 
leaves men alone (that is, out of the public eye) and thus free to oppress women.”!? 
The feminist critique of the public/private divide led to legal and political demands 
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and had powerful repercussions. For instance, the state today criminalizes 
domestic violence, provides legal recourse for women demanding equal treatment 
in the workplace, and recognizes a right to abortion, which enforces decisional 
privacy.??° 

This second-wave feminist theory of privacy, however, faced at least three 
major critiques. First, because it is based on the experiences of white, middle-class 
women, it ignored differences of class and race, particularly the experiences of 
poor, African-American women, who have historically lacked privacy in their 
bodies and homes.?*! The state appropriated Black women’s bodies during 
slavery??? and subsequently coerced poor Black women into sterilization, 
disproportionately removed Black children from their homes through the child 
welfare system, and subjected Black women to searches and ongoing surveillance 
as a condition of receiving welfare.*?> Thus, for poor, minority women, privacy 
in the home could offer a refuge from the oppression and racism of the outside 
world.22+ At the same time, Black women were never excluded from the 
workforce; after slavery, they often worked outside the home, usually in domestic 
roles or backbreaking manual labor.?*° 

Second, the feminist critique downplayed certain positive liberal values 
associated with privacy. Liberal feminists such as Anita Allen and Linda McClain 
have championed privacy, unwilling to “toss out the baby . . . with the bath 
water.”? They acknowledge the harms done to women under cover of 
“privacy,”**’ but contend that a reconceived notion of the public/private divide 
can be valuable for women as both a descriptive tool and normative goal. Privacy 
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is essential to moral personhood and self-development;77° it provides women with 
arespite from lives devoted to domestic labor.229 Following liberal tradition, these 
feminists argue that women “should be permitted to live out their disparate, 
nonconforming preferences” and that privacy promotes this goal by giving women 
the space to develop and carry out their own ends.7" 

Third, a new generation of feminists has jettisoned certain forms of privacy. 
This movement, called “third-wave feminism,” is generally associated with a first- 
person, “narrative approach; [an] emphasis on sexual empowerment and 
liberation; [an] anti-essentialist perspective” that recognizes the diversity of 
women’s lives; and an “embrace of technology” as an organizing and confessional 
“tool.”23! Third-wave feminism is less overtly political than its forbears and 
focuses more on “personal evolution” than “collective revolution.”**? For these 
feminists, “throwing off the mantle of privacy is a freely directed choice by a 
liberated woman, or at least a positive step toward claiming autonomy” on her 
own terms.7>> Female autonomy, however, faces an inevitable backlash. Women 
engaging in the public, online sphere have faced onslaughts of revenge porn and 
cyber-harassment.**4 In turn, Allen has queried whether we need to “coerce 
privacy”**> in order to “undergird the liberal vision of moral freedom and 
independence [that] is generally consistent with both liberalism and with the 
egalitarian aspirations of feminism.”?°° 

Feminist theory provides a helpful frame for considering the surveillance gap. 
It recognizes that privacy, at either of its extremes, can be devastating to people’s 
autonomy, dignity, and day-to-day subsistence.?*” It shows how law demarcates 
both public and private spheres and can be a tool for both oppression and 
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liberation. Just as law creates surveillance regimes, it also can create and reinforce 
surveillance gaps—by pushing certain groups into system avoidance or by 
privileging powerful interests over vulnerable groups. People in the surveillance 
gap—undocumented immigrants, homeless people, people with felony conviction 
histories, and day laborers—tend to have too much or too little privacy. Yet 
feminist theory recognizes what people in the surveillance gap know from 
experience: that privacy is inherently neither desirable nor distasteful. Rather, it is 
a deeply contextualized condition, its value varying based on the differences in 
people’s lives. 

A key strand of feminist theory focuses on intersectionality, i.e., recognition 
that people embody multiple identities and can consequently suffer multiple 
oppressions on the basis of self-identity. Intersectionality is a “method for 
interrogating the institutional reproduction of inequality, whether at the level of 
the state, the family, or of legal structures more generally.”*>8 Kimberle Crenshaw 
identified how people experience different, interlinked systems of oppression and 
how law often fails to recognize those intersections. For instance, in employment 
discrimination, Crenshaw explained that Black women sometimes “experience 
discrimination as Black women—not the sum of race and sex discrimination.”?>? 
Because discrimination law recognizes harms only on the basis of the mutually 
exclusive categories of race and sex, these Black women have difficulty stating a 
cognizable legal claim.7*° Similarly, people in the surveillance gap suffer from 
interlocking forms of oppression and discrimination. For instance, day laborers 
fall into the surveillance gap due to a combination of national origin, gender, class, 
skill level, age, language, and non-citizen status. They are subject to structural 
constraints emanating from the “operation of global capital, through international 
relations, monetary policies, domestic social policies, the employment 
relationship [and] the family.”*4! This combination of identities and structural 
inequalities results in extreme isolation and pushes legal relief out of reach for day 
laborers, as law protects some of their individual attributes, but ignores or punishes 
others. Indeed, the state of being surveilled or overlooked is itself an intersectional 
factor, but one that is rarely recognized. As Mary Ann Franks writes, 
“[m]arginalized populations, especially those who experience discrimination at 
the intersection of multiple forms of subordination, also often find themselves at 
the intersection of multiple forms of surveillance: high-tech and low-tech, virtual 
and physical.”*4 Or, they might find themselves pushed into the surveillance gap. 
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C. Choice, Consent, and Resistance Within the Surveillance Gap 


Most privacy discussions today explore how to preserve and maintain privacy 
boundaries when much of our personal information has been collected and stored 
by government and private industry. Although Americans routinely tell pollsters 
that they value privacy,**? most appear willing to sacrifice some degree of privacy 
to gain other benefits such as the convenience of online shopping, the sense of 
security when travelling through an airport, or the ability to chat with a wide 
network of friends on social media. The truth is that people do not want privacy 
absolutely; rather, they want to choose when to give it up and when to retain it.?44 
Given these attitudes, along with our political history, it is not surprising that our 
privacy-law regime is based on a liberal conception of the individual as an 
autonomous person who freely strikes bargains for her benefit.2* This framework 
is ill-fitting not only for preserving privacy, but also for bridging the surveillance 
gap. 

Currently, privacy law in the United States is “fragmented” and “sectora 
Unlike most other developed nations, the United States does not have a single data 
protection law.**7 Instead, it has industry-specific statutory protections, such as 
laws that govern the collection and use of data by health or financial services 
industries.2*8 Outside of these narrow statutes, the United States relies for its 
privacy regime primarily on the same approach that it has used since the 1970s— 
self-regulation by the entities that gather and maintain personal data along with 
responsibility on individuals to police their own data disclosures.?*? This approach 
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is referred to as “notice and choice.”*°° The linchpin of this privacy self- 
management is the assumption that people consent to the use of their personal data 
when they access a website and agree, either implicitly or explicitly, to the terms 
of service. Advocates of the notice-and-choice approach contend that it respects 
individual autonomy, encourages technological innovation, and helps businesses 
provide information to consumers and target people with beneficial offers.?°! By 
contrast, critics charge that notice and choice is a fiction since people do not 
understand what privacy interests they forfeit when they log on to various websites 
or make consumer choices, given that privacy disclosures are lengthy, vague, 
jargon-filled, and time-consuming to read.?>? Even a person who reads a particular 
company’s privacy policy would not understand the extent to which “Internet 
giants use data mining to shape and control the environment in which consumers 
use their products and services.”?>* Further, simply “too many entities [are] 
collecting and using personal data to make it feasible for people to manage their 
privacy separately with each entity”**4 or to foresee how their data might be used 
downstream. In short, consumer consent is a mirage. 

The law regarding government surveillance is also based on a model of 
consent. The Fourth Amendment protects people from unreasonable government 
searches and seizures. The Supreme Court has long held that the Fourth 
Amendment protects only objectively reasonable expectations of privacy. In Katz 
v. United States, the Court ruled that a defendant had a reasonable expectation of 
privacy in a phone booth.*°> Once outside the proverbial phone booth (or if 
citizens choose not to close the phone booth door), citizens lose this protection; 
they have chosen to give up their privacy rights. Thus, the Fourth Amendment 
does not attach to information that people share in public or to third parties,?>° 
such as “data given to commercial third parties, including banking records, 
telephone call lists, cell phone locations, or Internet search or subscriber 
information.”?>’ All of this privately gathered data is shared regularly with 
government entities in a “public private surveillance partnership.”*°* To keep 
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anything private, one must maintain absolute secrecy, which is increasingly 
impossible.*°? Moreover, as everyday expectations of privacy diminish, it is less 
reasonable to expect the government to respect individual privacy. Even where the 
Supreme Court recognizes a reasonable privacy interest, the Fourth Amendment’s 
requirement of a warrant supported by probable cause falls away in the face of 
voluntary consent.?© The Court has found consent even in situations marked by 
extreme police intimidation.*°! As one commentator has summarized, “though the 
premise of the consent-search doctrine is that people are free to decline, the reality 
is that nearly everyone ‘consents,’ at least as the Court has defined that term.”°? 

The consent calculus falls particularly harshly on marginalized people. The 
Supreme Court has ruled that once a person seeks government assistance, she 
“chooses” to relinquish any claims to privacy.”°? For instance, in Wyman v. James, 
the Court upheld the policy of having government workers search the homes of 
welfare recipients to ensure compliance with welfare eligibility requirements.* 
The Court ruled that the visits were not searches covered by the Fourth 
Amendment because “[t]he choice is entirely [the individual’s], and nothing of 
constitutional magnitude is involved.”?°° Yet someone whose children are hungry 
and who faces homelessness without government assistance “consents” only 
under conditions of duress.7°° By contrast, more affluent citizens are not asked to 
consent to searches of their private homes in exchange for the valuable 
government benefits they receive, such as mortgage home deductions and child 
tax credits.7°7 

In both the consumer-privacy and government-search contexts, it is tempting 
to argue that providing clear and accurate information to help people make 
informed and voluntary choices would resolve these disparities in privacy norms 
that contribute to the surveillance gap. Yet the choice-and-consent framework 
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assumes that people negotiate their own privacy boundaries. In the surveillance 
gap, people have far less agency and information to strike privacy bargains in their 
interest. Many do not consent to live with the extreme forms of privacy that 
demarcate the surveillance gap. Rather, many possess little or no political voice 
or power. To the degree that individuals in the surveillance gap exercise 
autonomy, they must do so in a very narrow space that is restricted by outside 
forces. 

Compounding the problem, ideologies promoting individual choice can place 
blame on marginalized groups for their predicament. Undocumented immigrants, 
for example, choose to come to the United States. Criminals choose to commit 
crimes. Low-wage laborers choose to work by the day. Homeless people choose 
to live outside of society’s margins. Otherwise-eligible people with felony 
conviction histories are uninterested in voting. But in reality, these are highly 
constrained choices. Thousands of undocumented immigrants come to the United 
States to flee conditions such as violence, persecution, and hunger.*°* Day 
laborers lack the documentation or legal status necessary to obtain work in the 
formal economy.*°? People with felony conviction histories find themselves 
subject to the whim of arbitrary and often confusing state laws, some of which 
“place no restrictions” on the ability to vote from prison (as in Vermont and 
Maine),?’° others of which bar people who have committed felonies from voting 
for life.27! People become homeless as rents rise and incomes fall. In this way, 
choice-and-consent frameworks are problematic for all people, are particularly 
problematic for disadvantaged populations, and are nearly useless in the 
surveillance gap. If notions of consent come to dictate our understanding of how 
people fall into the surveillance gap, we are doomed to widen it. Still, agency and 
choice go both ways: giving more choice to people in the surveillance gap can be 
a critical means of protecting their dignity and safety. 

Agency has been an important concept as privacy scholars have attempted to 
understand privacy harms and construct ways to address them. A piece of the 
agency puzzle came into focus with the important work of one scholar who 
suggests that individual choices about information flow are a matter of context. 
We turn to Helen Nissenbaum’s theory of contextual integrity next. 
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D. Contextual Privacy and the Surveillance Gap 


In 2010, Helen Nissenbaum presented a resonant theory of privacy in a 
digitally connected world. She posits that what offends privacy sensibilities is not 
the sharing of information in and of itself, but the sharing of information along 
pathways different from those that a particular piece of information generally 
travels.*”* For example, a doctor sharing a patient’s information with a nurse or 
another attending physician does not raise privacy hackles; a doctor sharing her 
patient’s sensitive information with a marketing agency would, for many, 
constitute a grievous privacy invasion. Nissenbaum terms this idea “contextual 
integrity.”?7> Her premise is that the right of privacy boils down to the right to 
appropriate information flows.?/+ 

Is this theory useful in understanding the surveillance gap? In one sense, fears 
of contextual integrity harms propel some people into the surveillance gap. The 
fear, for example, that immigrant data collected in one context (DACA) will be 
used in another context (deportation) is a prime reason that many undocumented 
people populate the surveillance gap. 

In another sense, the surveillance gap is hard to fit within the theory of 
contextual integrity. Nissenbaum’s work assumes an extreme information 
environment where data flows even without individual data subjects’ knowledge. 
As Nissenbaum describes it, the problem of contextual integrity arises from “the 
extraordinary surge [in the modern world] in powers to communicate, disseminate, 
distribute, disclose, and publish—generally spread—information.”?’> In this 
environment, contextual integrity seeks to explain a crisis in privacy—situations 
in which privacy norms amid this massive information flow are not respected. The 
surveillance gap, however, is the inverse of out-of-control information flow: 
expected information flows between Point A and Point B are not happening at all. 

The surveillance gap is not a failure to adhere to privacy norms, but rather a 
failure—be it purposeful or accidental, benign or malignant—of data and 
information to follow the same flows for residents of the surveillance gap as 
nonresidents. This “information inequality” is a source of privacy concern.”/° 
Information inequality describes the problem when the holder of data has more 
information than the data subject, resulting in the data holder controlling or 
otherwise duping the data subject. For example, two people might enjoy buying 
books from an online bookseller. In collecting information about the buying habits 
of one user versus another, the online bookseller might opt to offer a discount to 
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one user but not the other. Both users are unaware of the benefit flowing to one 
and not the other, and both are victims of information inequality with respect to 
the information that the users have versus the information that the bookseller has. 
Information inequality in this context is problematic, akin to price 
discrimination.”’” In the surveillance-gap context, information inequality results 
in data flows providing benefit to some but precluding others from receiving 
similar benefits because the provider of the benefit has no information about some 
individuals at all. 

Many of us expect that, in our modern data-driven environment, an entity, 
government or otherwise, can effortlessly grant benefits to citizens. Whether the 
benefit is healthcare, democratic participation, or a coupon for a consumer good, 
we assume that the body hoping to bestow the good or service will be able to reach 
targeted individuals to provide it. The surveillance gap disrupts this expected flow, 
not by improperly re-routing information, but by stopping the flow altogether. If 
privacy, as it is often conceived, is the ability to control access to self,”7® then the 
residents of the surveillance gap have won the privacy game—they have it. But to 
the extent that residents of the surveillance gap want to assert the autonomy that a 
functioning flow of information provides, or to the extent that these surveillance 
gap residents have “privacy” as the result of an unwanted or inappropriate 
disruption in flow, Nissenbaum’s core concern is reflected. As Nissenbaum 
explains, contextual integrity is “the right to live in a world in which our 
expectations about the flow of personal information are, for the most part, met.”?7? 
In the case of the surveillance gap, information flow does not meet expectations 
because information does not get where it is supposed to go. Like the notice-and- 
choice problem in the consumer-privacy context, residents of the surveillance gap 
cannot exercise autonomy and choice in setting the norms that define information 
flows to them and about them. 


E. Privacy, Fundamental Rights, and the Gap 


The United States Constitution does not directly afford Americans the right 
to privacy.7°° In Europe, in contrast, Articles 7 and 8 of the Charter of 


277. See, e.g., Akiva A. Miller, What Do We Worry About When We Worry About Price 
Discrimination? The Law and Ethics of Using Personal Information for Pricing, 19 J. TECH. L. & 
PoL’y 41, 43 (2014) (exploring legal and ethical principles implicated in the use of personal 
information for the purpose of setting retail prices). 

278. See, e.g., Ruth Gavison, Privacy and the Limits of Law, 89 Y ALE L.J. 421, 423 (1980); see 
also Westin, supra note 181, at 7 (defining privacy as “the claim of individuals, groups, or 
institutions to determine for themselves when, how, and to what extent information about them is 
communicated to others”). 

279. Nissenbaum, supra note 272, at 231. 

280. The United States constitutional provisions cited for protecting Americans’ privacy 
require contextual interpretation of “penumbral” rights granted under the Constitution. See Griswold 
v. Connecticut, 381 U.S. 479, 483 (1965) (“[T]he First Amendment has a penumbra where privacy 
is protected from governmental intrusion.”). The Supreme Court has interpreted a constitutional right 
to privacy in cases such as Griswold v. Connecticut, id. at 484 (holding that the First Amendment 


2018] THE SURVEILLANCE GAP 297 


Fundamental Rights of the European Union affirmatively grant a European Union 
citizen “the right to respect for his or her private and family life, home and 
communications” and “the right to the protection of personal data concerning him 
or her.”28! As a consequence, privacy in Europe is perceived as a fundamental 
human right.?®* This theoretical perspective has deep implications for European 
laws ranging from aggressive libel laws to protect the dignity of persons**? to 
Europe’s strict data protection rules,2°* and beyond. 

One might assume that a fundamental-rights approach to privacy would cast 
the entire European population into the surveillance gap—i.e., that its residents 
would be sheltered from surveillance because of the primacy with which 
Europeans place the right to privacy. To the contrary, recognizing privacy as a 
fundamental human right in Europe has a counterintuitive effect: no surveillance 
gap to speak of. Indeed, as one Spanish privacy law scholar put it, the idea of a 
surveillance gap in Europe is “simply unthinkable.”?*> 

The fundamental-rights approach to privacy can inform our understanding of 
the surveillance gap in the United States. Government surveillance in Europe is 
generally not seen as a menacing privacy invasion that threatens personal 
liberty.?8° For example, one account describes the millions of European CCTV 
cameras as “a friendly eye in the sky, not Big Brother but a kindly and watchful 
uncle or aunt.”?°7 Viewing the state as a helpful partner, rather than as the ominous 
threat as it is often feared to be in the United States, has the effect of closing the 
surveillance gap in Europe almost entirely; this attitude defines in many ways how 
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Europeans live and interact with authorities on a daily basis and is a critical means 
by which Europeans enjoy full rights of personhood. Relatedly, most European 
countries have a larger social safety net than the United States,788 and poor people 
may thus feel that turning over personal information to the government is well 
worth the benefits obtained. 

Two aspects of European administrative practice illustrate this reality. First, 
many European countries use town registry systems to keep tabs on their citizens. 
In Austria, all people establishing residency within a town or city must register 
with the Meldebeh6érde for themselves and all minors in their household within 
three days of moving.”®? In Belgium, new residents have eight working days to 
register at the municipal administration office/town hall (maison 
communale/gemeentehuis).””° In Italy, residents are required to inform the local 
municipality of their intention to move and their new address.??! Local 
government officials verify registrations, and failure to comply with local 
registration requirements within the deadline for doing so results in fines.?° This 
system allows European national governments to keep track of their citizens for 
purposes of public safety, administering social safety net programs, administering 
nationalized healthcare, running elections, conducting the national census, and 
many other administrative state functions.7”? 
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A second and related illustration is the widespread use of national 
identification cards in Europe.?°4 Many European countries require residents to 
carry identification cards. Some make the national identification card 
compulsory.??> Though national identification systems in Europe are not 
ubiquitously approved—in Great Britain, for example, national identification 
became a central campaign issue in the lead-up to the 2010 general election??°— 
national identification cards are nevertheless a mainstay in most European 
countries, and indeed around the world. 

In contrast, the United States does not have a compulsory (or non- 
compulsory) resident registration program, nor do citizens carry a national 
identification card.22’ This has caused headaches in administrative contexts, 
including voting.?°° By basing our laws and norms on a liberty-centric conception 
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of privacy, Americans forgo the civic protections that a fundamental rights-based 
orientation offers. This lack of civic and legal protection plagues members of the 
surveillance gap. The next part explores potential ways to address the surveillance 
gap’s worst consequences. 


IV. 
BRIDGING THE SURVEILLANCE GAP 


One potential fix for the harms that stem from the surveillance gap—at least 
if Europe’s experience is a guide—is surely out of reach: wholesale adoption of a 
fundamental rights theory of privacy. Socio-cultural norms are undoubtedly too 
ingrained to undo American aversion to state surveillance and cataloging of the 
populace. Nevertheless, a dignity-based understanding of privacy may allow for a 
reduction of the ill effects of the surveillance gap, as described below. 

Closing the surveillance gap is difficult significantly because Americans want 
their liberty to be let alone.2°? For many Americans, the existence of the 
surveillance gap is a manifestation of liberty. They may see the surveillance gap 
not as a problem, but as an outgrowth of a value that Americans hold dear: the 
right to disappear. 

Additionally, the surveillance gap is a complex space, and one set of solutions 
is unlikely to address the contextualized harms that arise within it. It exists for 
multiple reasons, ranging from bias on the part of government actors, to economic 
advantage for employers, to the choice to remain by surveillance gap residents in 
the face of oppressive state systems or societal neglect. People in the surveillance 
gap constitute a huge cross-section of American society and hold diverse goals 
and interests. Even within the same sub-category of surveillance gap inhabitants, 
interests may diverge. For example, while many Virginians with felony conviction 
histories are thrilled to be “found” when it comes to regaining the right vote, others 
prefer to eschew all interaction with the state—including voting.>”° Indeed, being 
counted is not necessarily a solution to extreme privacy because it can bring people 
into systems that are themselves harmful without transforming those systems.?0! 

Finally, “solutions” to the surveillance gap are difficult to pinpoint because 
the causes of the surveillance gap are wildly intractable. Poverty, discrimination, 
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economic subjugation, and social control all feed the surveillance gap’s existence. 
If the surveillance gap is a consequence of these much larger forces, perhaps it is 
no more “solvable” than these large and deeply embedded social ills. 

With these complexities in mind, this section offers measures that might, at 
least at the margins, address the ill effects of the surveillance gap. Our suggestions 
hinge on the dual concepts of resilience and resistance. With regard to resilience, 
Martha Fineman has explained how vulnerability is a universal and inevitable 
human condition; for instance, we all face periods in life when we are children, 
ill, or victims of accidents or disasters.2° Yet American law is built on the notion 
of an autonomous individual without communal ties or responsibilities.> 
Fineman thus urges creation of a “responsive state” that actively invests in 
enhancing the resilience of its vulnerable citizens.*°4 In her view, resilience is 
“what provides an individual with the means and ability to recover from harm, 
setbacks, and the misfortunes that affect her or his life.” Resilience is “largely 
dependent on the quality and quantity of resources or assets that he or she has at 
their disposal or command.’””?"° In turn, these resources are “accrued ... within an 
array of social structures and institutions over which individuals may have little, 
if any control.”2°7 Currently, people in the surveillance gap show tremendous 
resilience in staying afloat, often through family and community support and 
sharply honed survival skills. Yet from a societal perspective, they are denied 
resources—such as education, job access, affordable housing, fair pay, or a voice 
in our democracy—that would build their resilience and ability to live with 
dignity, without fear or hardship. People in the surveillance gap currently develop 
resilience in the face of a restrained state, not with the support of a responsive 
state 308 

Resistance is another key element of bringing privacy into balance. Scholars 
have long noted how heavily-surveilled populations resist in subtle ways. Gilliom 
in his study of Appalachian welfare mothers described how welfare recipients 
resist government surveillance by seeking cash-only jobs to supplement their 


302. Martha Albertson Fineman, The Vulnerable Subject: Anchoring Equality in the Human 
Condition, 20 YALE J.L. & FEMINISM. 1, 8—9 (2008). 

303. Id. at 5, 19. (“Our current system has been built upon myths of autonomy and 
independence and thus fails to reflect the vulnerable as well as dependent nature of the human 
condition.”). 

304. Jd. at 13-15. 

305. Martha Albertson Fineman, Equality and Difference—The Restrained State, 66 ALA. L. 
REV. 609, 622 (2015). 

306. Id. 

307. Id. at 623. 

308. As an example, Fineman points to LGBT youth, who suffer high rates of homelessness, 
child welfare placements, and suicide due in part to a legal system that “valoriz[es] family privacy, 
parental rights, individual liberty, and choice.” Martha Albertson Fineman, Vulnerability, Resilience, 
and LGBT Youth, 23 Temp. POL. & C.R. L. REV. 307, 309, 322 (2014); id. at 313 (“Looking at the 
child within the family from a vulnerability perspective makes it apparent that it is time to rend this 
veil of privacy and bring the child into focus as a political and legal subject who, independent of the 
family, deserves the attention and protection of law and policy.”). 


302 N.Y.U. REVIEW OF LAW & SOCIAL CHANGE [Vol. 42:253 


income, accepting gifts such as diapers from family and friends, and taking similar 
steps to “quietly meet the needs of their dependents through daily actions that defy 
the commands of the state.”3? Similarly, studies find that call-center employees 
resist surveillance by pretending to talk on the phone, leaving call lines open 
without customers on the line, and misleading customers.*!° Gilliom envisions a 
future in which “[e]veryday tactics of evasion, subterfuge, and concealment, then, 
may very well become a defining form of politics in the surveillance society.”?!! 
These tactics also describe daily survival in the surveillance gap. However, 
resistance within the surveillance gap can also look diametrically different; it often 
means coming into the sunshine. To climb out of the surveillance gap, 
marginalized groups benefit from organizing and demanding that they be seen. 
Some examples are illustrative. For day laborers, one of the most effective forms 
of resistance to the surveillance gap has been organizing through worker 
centers,*!? “community-based and community-led organizations that engage in a 
combination of service, advocacy, and organizing to provide support to low-wage 
workers.”>!3 Worker centers fill a regulatory and union gap. There are at least 150 
of them, and they aim to engage workers in collective action within a social justice 
frame.*!4 One common strategy is to target employers who engage in wage theft 
by “calling employers and asking them to pay, filing wage claims, and picketing 
when they don’t.”>!> These actions have targeted small employers as well as major 
chains such as Taco Bell, which was the subject of a boycott to improve working 
conditions and wages for tomato pickers.>!© Worker-center efforts have also been 
successful in coordinating enforcement with government agencies and enacting 
beneficial local and state legislation, such as a New York Unpaid Wages Law that 
increased the penalties on employers for wage theft.3!7 

Most recently, a worker center in Jackson Heights, New York developed a 
smartphone app called Jornalera, which means “day laborer,” that allows workers 
to track their hours and pay, take and upload pictures of work sites and employers, 
and share this information for legal and advocacy efforts.>!® Using technology is 
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a particularly powerful way to increase the autonomy of day laborers, who are in 
the best position to gauge the level of privacy that they want to retain or shed.*!° 
Overall, worker centers “provide the necessary mechanisms to increase the 
transparency of the hiring process, effectively monitor employment conditions, 
and provide opportunities for worker incorporation into the formal economy.”?7° 
Day laborers who take advantage of worker centers are also associated with higher 
rates of social inclusion and reduced isolation.*7! Despite these successes, the vast 
majority of day laborers are not served by worker centers, and worker centers 
struggle to maintain funding.*** Further, the Trump administration is expected to 
impose restrictions on worker centers to limit their effectiveness, such as 
limitations on protest activities.**> Still, traditional organizing tools and new 
technologies hold promise for day laborers in resisting the surveillance gap. 
Additional, powerful examples of resistance to the surveillance gap arise in 
the context of homelessness. Homeless people have used their visibility as a way 
to fight the surveillance gap. For instance, in Seattle, a coalition of shelters and 
tent camps called SHARE/WHEEL fought the city’s proposed HMIS mandatory 
tracking system by threatening to move all residents into public parks.*4 HMIS, 
which gathers data about homeless persons for the ostensible purpose of assessing 
needs and coordinating services, has been critiqued for presuming that 
homelessness is a personal pathology created by poor life choices that requires 
state intervention and management.*?> Moreover, while HMIS captures data about 
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services used, it does not allow homeless persons to identify their own needs.°7° 
Thus, for the Seattle movement, members sought “to maintain a space outside the 
gaze of the state wherein the presumption of the pathology could be both avoided 
and contested.”?*7 The homeless individuals were less concerned about data 
privacy (a pre-occupation of wealthier Americans when it comes to big data 
collection), than about evading the stigma of homelessness. For this reason, Tony 
Sparks argues that privacy rights are not simply carried by individuals; they also 
populate physical space.>78 Ultimately, the protest was successful. After lengthy 
mediations, the city adopted an “opt-in” version of HMIS that did not require 
individuals to offer information to receive services or require shelters to 
participate as a funding condition.>”? 

A project in Ann Arbor, Michigan involved having homeless people 
photograph their everyday lives “as a way to document their struggles and 
strengths . . . and to reach policy makers and the broader public about issues of 
concern to homeless people.”?3° This project was part of a health-promotion 
strategy called photovoice—with roots in feminist theory, documentary 
photography, and critical education—which helps people to see connections 
between their individual situations and root causes and to devise strategies for 
change.*? ! Participants were recruited from local shelters and trained not only in 
photographic methods, but also in the ethics and power dynamics involved in 
photographing other people.*+” After the photo shoots, participants discussed the 
content and context of their photographs, and the photos they selected were 
featured in local media, a gallery exhibition, and a forum at a public theater.>*7 
Policy makers were surprised to learn that people living in shelters sometimes held 
multiple jobs,>*4 and they had to confront the way that homeless people perceived 
the building of a new homeless shelter on the outskirts of town.>*> This process of 
making their lives visible was powerful for the homeless participants—they 
reported improvements to their self-esteem and quality of life and spoke of the 
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ability to define their own lives outside the parameters that society placed on 
them.736 

Homeless people’s visibility has led to the development of formal tactics to 
render them invisible. Nevertheless, from within the surveillance gap, homeless 
persons have resisted by re-asserting their visibility. In turn, “the presence of 
visible poverty forces society to confront inequality of income, education, health 
care, and criminal justice.”*3’ Ultimately, homeless people need autonomy to set 
their own privacy boundaries, a power that wealthier Americans already possess. 
“[W hat homeless people . . . need more of is both publicity—through which their 
needs can be recognized as legitimate—and privacy—through which they can 
protect themselves from absorption and de-legitimization from the public.”?78 

Striking this balance is essential for other people in the surveillance gap as 
well. Marginalized people tend to live at privacy’s extremes. At either end of the 
spectrum, people lack control over their personal information and the degree to 
which they interact with mainstream institutions. Strategies that give people the 
autonomy to assert or shed privacy are essential to their individual dignity and to 
fulfilling our communal, democratic promise. The examples above show that 
grassroots organizing, driven by the objectives and insights of affected groups, 
can be powerful in enhancing autonomy. Professionals working with marginalized 
populations, such as social workers, lawyers, and community organizers, can 
assist in these grassroots movements by providing support to a group’s self- 
defined goals. Education about legal rights, remedies, and risks can help people in 
the surveillance gap make wise decisions about how to live their lives. For 
instance, many ex-felons in Virginia are unaware that they have the restored right 
to vote; without that knowledge, they cannot exercise an informed opinion about 
whether to register. Likewise, new technologies—as simple as a smartphone 
application—can be effective in helping people strike a privacy balance that 
calibrates to their needs. 

In addition, some states have been receptive to building the resilience of 
undocumented persons. Consider, for instance, the twelve states, along with the 
District of Columbia and Puerto Rico, that allow undocumented immigrants to 
receive driver’s licenses and obtain insurance, so that they can drive, to work and 
elsewhere, without breaking the law.*? Certain states and localities are limiting 
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their law enforcement cooperation with federal immigration authorities “in 
furtherance of important state interests involving their immigrant 
communities.”*4° These jurisdictions believe that their sanctuary stance enhances 
public safety by encouraging immigrants to report crimes and by allocating 
spending toward crime fighting rather than illegal-immigrant search 
expeditions.*“! In the current polarized political climate, advocacy at the state and 
local level can sometimes be more fruitful in law reforms that aid marginalized 
communities. 

Lawyers should continue to develop robust visions of positive, constitutional 
social rights, despite the current conception of a Constitution that protects 
individuals only against government interference*4” and thus fails those living in 
the surveillance gap. In the 1960s and 1970s, a legal movement for constitutional 
social and economic rights led the Court to adopt procedural due process rights to 
protect governmental benefits and to invoke statutory interpretations that 
increased access to benefits.*47 While the Court became more conservative and 
ultimately pulled back from an emerging theory of minimum social 
entitlements,*** the future may cycle back, giving way to a more responsive state 
that pulls marginalized persons into the mainstream.**> 

The first step in tackling the problems of the surveillance gap is to recognize 
its existence and to acknowledge the harms it produces. From there, we can 
integrate it into privacy discussions and create tools that enable residents of the 
surveillance gap to fight against its worst consequences and to access social 
supports on their own terms. 
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V. 
CONCLUSION 


The current narrative within privacy law is that privacy is dead, or at least on 
life support. The loss of privacy threatens people’s sense of self and engagement 
in self-expression. Poor people and members of minority groups face great privacy 
incursions and may be subject to increasing forms of big-data discrimination. This 
article shines a light on a countervailing reality—the harms of having too much 
privacy in a society in which attachment to mainstream data streams, resources, 
and institutions is necessary to thrive. Many undocumented persons, day laborers, 
homeless persons, people with conviction histories, and others live within a 
surveillance gap, yet this phenomenon is rarely acknowledged in privacy 
discourse. The harms within the surveillance gap are serious, encompassing 
physical and mental injuries, big-data marginalization, economic instability, and 
loss of democratic participation. Like surveillance, the surveillance gap is a form 
of social control. It keeps people down. 

In response, people living in the surveillance gap have shown incredible 
resilience, surviving day-to-day by engaging in multiple forms of resistance. But 
small triumphs do not transform the structural inequalities that perpetuate the gap. 
Accordingly, a vision of privacy and a framework for privacy law that balances 
the privacy interests of all persons and that does not simply reflect the assumed 
desires and needs of elites is needed. Marginalized communities should have a 
role in shaping a balanced vision of privacy that recognizes both the benefits and 
costs of privacy in differing contexts. Too little privacy is bad, but so is too much. 
The key going forward is to get the balance right. 


